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(57) Abstract: 

PROBLEM TO BE SOLVED: To provide an authenticating 
method which prevents a third person from reusing stolen 
authentication information. 

SOLUTION: A server preserves a 1st check data (value = 
0^.1 ) which checks authentication information of a 
client, and the client also preserves a 1st seed data 
(value = □„.-,) which generates authentication 
information. The client enciphers an authentication 
information request that is sent from the server by 
using his security key Kg and generates authentication 
information (value = D^) and answers by sending it to 
the server. The server performs decoding through the 
public key Kp of the client, generates 2nd check data 
(value = Dp.-,) and compares it with the 1st check data 
(value = D^_^). When they coincide, the server allows 
the authentication request and preserves authentication 
information D„ in exchange for the 1st check data. When 
the client receives permission, he preserves 
authentication information (value = D^) as a 2nd seed 
data in exchange for the 1st seed data (value = D^.^). 
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m^x96-^it-ri,^i:tz.x<!)mu^m^±^-ri>m^<t 
^?>mmmmmmx$}ox. 




(3) 



(f**« 1 0 1 Mf30 1 (ommm<ommm.i: utuie 

[if 1 1 1 tfrfsffiit«©«j»ili[ t u -cMfB^SEg 

[ft*«12l S31Effl««©^0»M[t LTWIB^fiE^ 30 

[ft 1 4 1 sais^iiEif ^sitti^ia:«. ^SEtsai^ 

1 5 1 Wi^mmmmmm^mi^. mmmm^ 

1 8 1 sfliBS^ 1 (om^mmtm^m 2 (oife^ 
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[if 2 0 1 fS|5^iIE^*#©SHB«ttt. «iE<Di$ 
[«*:« 2 1 1 m^^'m^mt^ IC;*-K-efcSrt 

Co 

[^M<OP*i/j:tJi5gi 
[000 1] 

[0 0 0 2] 

ctronic Commerce) O J; 9 Jc*f "fe =^ a. y 

tie* (a«E-ct>) . mm.if3f£m.^^m\.xnmm^^Yf 

[0 0 0 3] ^coJ:5'fe'^3il6<j;feS!®Sr4''b{cbfcfT^ 
ttrv^So — jaSWiCtt. (DMEtt (Confidentiality), 




(4) 



©^^■14 (Integrity). OWfflffi (Availability). ®S 
^JgS (Non-Repudiation) SriP^^-f-^r t t^m^i^X 

[0 0 0 4] ^.y M7— ^-fe^rL y-T^^fc*®® 

^mt&^^m. m^mm^mm. Tif^:^mm. -t 

[0 0 0 5] ^liEtli. -tt^ilfSJCia-^Lfc^ft: (aci^ 
y7b'J'3ir. /^-K5'J:r. iimx—^^) dSiES/£ 20 

[0 0 0 6] ^^^T^T^muwmii. ^^t^t^-^m 

t(f#Jil*. -«6^»c^lJffl#|ij!SiJ^g (User-id)^ 

[0 0 0 7] mT»:^>'V^^7^'<^BE^««. :i<0:^l^ 
7''<T^mU^mz-^\,^XWj&\^X\/^?>c :r.l^'r^7-^ 

<. ^m^m. ^mm. mmmm. ^i^i^mim<o 

4 ofr^^S-et 5. ri^P>SrJlIS{r^M•^-Sc 40 

[0 0 0 8] (^m^m> isim^im\:ix^:r.:y7-^y'^ 

«i^-t--5;^&-cfeSo fflAi^iiE^T*t>^<fflv^e>J^T 
v^S(O;0s r^^;^i7— kj rBttiE#-^j j^v^f* r^e©^ 

AICL^^^^)#^^CV^■|»« (ttgf. H^) J -Cfc 

[0 0 0 9] ASoJ-^^^T^A-Ctt. r/-?;^!7— Kj tcJ: 
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^*LdS*>-C^§(cteAtc^^P>nfc9. aiW'ffc&Sii 
$nfc*)i-5^g^tt;65ii5v^, ate. y<:^u-}:mmmc 

sjsfflL. wmm-r^:=.t (y^-w^fe*) r^i^-r 

^r-f/l' (ai^flJffl#<©/-;;^!7— KSr^— t LTBt-^-fk 

[0 0 101 r.tT,t><o#i^{c*fjfi:-r5fc«>{c«. $9=m^< 

(1) 17>'^5f^ A • /^;:^!7— K;^^ 
:fi:^iil>)— lHlRS»)©^-<;^!7— miiE:;^^T?. Bellcore C 

o.u.s.A{;iJ;orJE1$n'. ^ hmmti.x 
fcRFC'fk^cibTV^S(RFC-1938)» giTt-. *t*=iB''i: 
S/Ke y;&^<0^aS®^«rlftM-r-5o 
[0 0 11] S/Ke y:*-^}*. A^^7^r>h. B 

1 : -^iRlttSLfc f *JWiit-2>o 

3: Q = R + StU f(Q), f(f(Q)), f(f(f(Q))), 
••-S:th»L. -^Erttt-STXi, X,. X,. X,«, X 

[00 12] 4 : A«X,. -, X,oo*5 iT^R Sr8l^B 
TX,o«§rB(ci^-r5. 

6 : B»*f (X,») €rtfSIb. {%i^bTV^fcX,o.i: 

-a-. BtiXioiSr^T. X,o.Srt%«Fi-^o 
[0 0 13] 7 : A*SjJc{Ca^^'^^-f-Si: 2»C<0 

/'«;^r7— KX„^*6«-rs. Bffifl<c»Et^«>^a«ll«i;i 
S/K e y:^^©S0fi: LT, 

[0 0 14] • 1^— XB©7r'r/VJ:{:i<%}*LTV^-5.'< 




[00151 • m^(Oiy:^y'J^'r^\^±mW^mit^:t> 

b (s' iiSTOSti.rt>raj^/cCV^) . -'^{i^i^LT 
T b A * -r ^ t ta^ 

(2) ^-vv-^-v^- 
^W^itcOJCl, CHAP (Challenge Authentication Pr 

otocol, wQ'-nu)l3^f)^h^o :l<ocuav:)3^\z.^ 

V^T. miiE^*#A:05^|iE#B{;i^SEbT<>e>5^JiH(^ 

®. BJl(cA<^/'^;;^!7-K;&5{^it$i^TV^5<^-c> b<d 
[0 0 1 7] <Bt#fiJffl> 3^i^v"^7"^^liE{CBt-§-tr*iJ 

(1) fi^^^vm^ 

[0 0 18] 

;&SC®flJ||d5i£i^^-e*>5„ l 9 7 6^ 

tc;^:J'>':7;4— K;*C^©XW 7^ (Diffie) t'->/W-r>'(H 
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/VSrai3ia{c^i-. 

[0 0 2 01 r©<2:MgiHt-^co«it;i:Sr*=BLfcHi: 
#-Cft'i>*;^^CT/U=?y XAt bT. M I T<ORivest. 
Shamir*3<tU5Adleman^^<fco-CH%$^^^ ^iv^ir<f>M 

• ^BE^M-a-teCwith appendix) --ISO/IEC CD 14888 
20 PARTl/2/3(Sep 21, 1995) 

• 3MW:Jt^5£& (giving message recovery) ISO/IEC 

9796: 1991(E) 

[002 1] 7'i>^/^»^«:fflv^TS:m«^s2l^t«•<OJE 

<05I^Ti^lif4C A (Certification Authority) t ra^r^^^ 
CAtt-f ^^-.^iy bi^ip(RFC1421-1424) t LTSU 

[0 0 2 2] BEM^CDP';*-— v?; hii, S^«ip (X. 
509->I S09594-8) t bT^J^^i^TSS «9 . 
fE(c, X. 5 0 9l4||H)iR>eiSWT*5«9. ^^^i^\^Mlt 

m^(oms»'f: fij«*©<2fM«i> iiEiq«<^*3a«Rg> 

40 <D«S*>^/<Ct). r*l.P>(^^lc:^®CAO®-¥-S^;6S# 

[0 0 2 3] |g4 0<?5«aj(c*3V>-C, 2l«#AH3IHt;*::X 
jsit^-^rnj-MLfcAO-T^vf^/v^ig t*!::. r<DA© 

mEmm<0 C a J: S 7*^? /i'^:^^ Sr^jiac-r S i: J; 
«)^ A<Oi^PiSilIM«(??EattSra^-r So rir^SjE^ 

-So r<0^> BttAcOy'i^^/i'S^Sr^feit-rsr ttci 

50 [00 24] mu'Fm-^m<oJ^mt lt. mt&Tic a*s 




(2) y=^i^>5'/V*^#^EEh-:^^^^*r^ 
rti.!^ (1) <D:3^^coy >^w®c^(-*fi-§3SASr55:» 

[0 0 2 51 Bp-b*:6r^OSfrli^ UT. ^^^TTVhA 

[0 0 2 61 

® : A(^^l8ii|iEgg^ (Ca) 

© : (T) 

(S) : Sfi* i d : B<DE-MailT KW;^^ 

® : ©+®cDy^v?i5^/l-^^ (Sa) 

^^f^. ro^BEh-^v-dSASsilJ^BW^cD^H^tcJ: 
( 3 ) S S H (Secure SHell) 

S SHSrS;f^UN I xiz^n^ve—hti^^^xotci^ 

<Drsh/r login/^ ^ i V^X3± :^ ^ "fe =^ ^ 

[0 0 2 81 06l§lfi. rJ^^-rr:^ ^A^S1^-^^B{;l^ 
:^^>r <>^V>^-e*>^o I^EI{-*5V^T. ^51 

mm-^- (DES. I DEA^) ffl<D-fe5/V3 V«tSr** 
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[0 0 2 91 ©rcon^^ i^w^B^i 
T>'hA{C3^^o 

®^y>(T>VA\t'^yl^m>m'^^Ji%^. ^tt^^f— 
/^B(D<^M«i-e^-§*ibbTB(c5^^o i^-/<B;;)S-ttS; 
Sfib/c^^-c. ^'7^T>hAtZL(om\z.'^y^^Bi^ 

[0 0 3 01 ®^y^T:yVA\^, e*o<^PB8i. ^— 
if«Sr1^-^^B(ca^5o 

©f— /^Bti, ^y^T:yYA<0<d:mmh^--^^}it^ 
i> (SLISfc) ^^J5gb. ^nSrAcD<5^PISit?Bt#fl:bT:^^ 

^>rTv bA(csi5o 

© ^ >r T h A I* _h|B^ -r v^c^^^ ?^ >^ ^ ffi ^ thff 
[0 0 3 11 ^^Bfi. ©-estt/c^-vui^v? • W 

§o s s H^r^cDg^fi. ^^ui^^:^ * f—^tmrn^ 

30 • '^--^<B<0mm^^Mib>mMX^y'<T>hA(0<km 

(4) PRcmiiE;^^^ 

CD P R C (Remote Procedure Call) ^SE:&S;(*. U N 

[0 0 3 21 rcORFC^SEI^. R P C^iggt (D5&^T# 
tglB=^^t^TV^-5c ^cOPRC^IiE;65^oJi^^-7'^'r-r 
(Diifi(c:$fe5iib. T^^h^f— ^^f*DES»t 

^^CffiV^^^Il«i (KJ SrDH& (Diffie-HellmanM 
>^PBgigB^ffi) (cJ:«9**-f-So UN I XCD-Kl^-Cf*. 
DH&(CfflV^-5<^^Si^@^et(i. NI S (Network I 
nfomation Service) J: oT^S$^^. lf(iiitS 
50 (C^feiCoTrcON I S;6^f>^J?>S®iLTfc5alfitS^CO 
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[0 0 3 3] o^y-^ri^h^i^. »i<r>m^'cmmmm 

Unix. if i d >@<JJ^>^ b • T KV^;^> 

[0 0 3 4] (II) ±y->B>m • K) i:±^ir 

5o 10 

(III) >5?>ri^>^>5^>':r (3^^E^^iJ:T) Srir5/v'3>' 
«i (K) -CDESBS-^'fb'r^ (Te) o 

(IV) ■fe^^v'a^'gi (K) ^^mm (KJ -CDESR& 
^^fb-rS (Ke) o ^BEWffitLT (I) <D^yh^- 
A. (Ill) (Dm^it^titci^^ J^:^^^':^ (T.) , 

(IV) <D±iyi^B>m (KJ ^Srf-w^tcSHii-S, 

[0 0 3 51 ^m\.fmmm^<D^(om'^ 

it^ivfc^-( J^^:^^^':^ (T.) Sr^g-^jbb (T) . ^ 

(5) Kerberos(RFC1510):S'S; 
Kerberosti. M I T<Dkthena':^u-J=r^^ h-^m^^ivfz. 30 
mm^mm->:^'rJ^^h 19 . 1973 ^(CR. Needham^ 
M.Schroeder{Cj:oTii^§tbfc r^i^$n:^cS?H*»| 
K(cJ:^MIiE;^S;j {cS<5l^TV^-5c OSF(;^— 

(Oyy h^=c.r * ^-^^/^^-—v^-efcSDCE (Distributed 
Computing Environment) t;::*5tt 6 MEEf—tf;^ L 
r(DKerberos;55^ffl$n:fco 

[0 0 3 61 r<D::fr^-efi. iifK^^E^-^L-f^^SE^fc 

^^X^mm^-B-:^^ (DES) (D^^-C^^bTV^^o 

[0 0 3 71 ^liE-»^-/^^Cfcfc-5a$^:^•^SrKerberos1^— 
^ TG S (Ticket Granting Server : ^^^y h^ff^^ 

T^i^ (^^.x y^^^ l^^/^'^s>[g;v^) ±(;l:S:^ra{%«F$^^ 
;^^V^J: 5{-X^bTV^6o *fc. h (Ticket) ir;^ 

— t i^-r (Authenticator) t 5#X-Sr^Ab 
$ib(c^^^4Sr^iS^^)TV^-5o KerberosCD^|iE:S-S;Sr 
USEK^^-To 50 
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[0 0 3 81 KerberosCO^SEir^J^. #1^— -'^^ 

i£:^^«SI< . ^^^fe^^Kerberos1^-/^fc^t;^5^oTV^^^ 
fflb (y:;^W%«) pTfgo 

[0 0 3 91 • ^m\^^^f^m^m&<ot!^mum<oti 

Je>> Pt-f-T/Vrfy X^i bTcDDES:65^3g$tbfcKerb 
erosMfp(^> e;2fc■e^lJffl^#/^V^;g-^;^5fc^o 

• ^X(D^iy>. T>^y v^3 V|iKerberos*fJ^;iSi£^^ 

(6) -^n^fa*f|SSE?g;^S; 
rcOzS-Sif^. 1 9 8 5^. MI T(DGoldwasser,Micali 
4^ J; Tj: h n V h ;^^<DRackof f fc X \) ^ i^tc h <0 

-e. h^mm^^^x\^^^:it^^<D\^m^m^\z,^'r 

t^m^\^mmx^ ^mmmmx:h^o i 9 8 6^{c 

Fiat ^ShamirtC J: 19 >^r>rT^y h • ^T^^^m^^ 
th. *B#ff4, 74 8, 6 6 8-^ {#M¥6 3-1 0 
1 9 8 7-^) o 

[0 0 4 01 ^^^T>hA mmm) ;dSi^w^B m 
mm) ^mm<DmmT (/^;^!7-k^) ^mmT^m^ 

-To rr-C. A(^Z-T'mod nSr^^(C^!9. B 

^x^tj:{fti\iT^%^:ztf>mi^xmmxh^o 
[0 0 4 11 sxT(oo--is>%:k\3im^M\. (Mm<Dm 

(DAn^^R ^mXJ^. X = R^mod n^tf-gb. X 

©Bfibe {0, 1} ^iim^—6^\^y>^^\^mxj^. 

®A\^. Y (Y^t^. b = OCD#'^^*RTfcD. b==l 
O^^f^TR modn-CfcS) ^BJCii^^o 
[0 0 4 21 ®Bt*. 

X= mo d n b = 0 (D^^ 

ZX = Y' mod n b = 1 (^^^ 
;65^i:i-^;^>^^Sb. :ziv(b>ib^m^^X\im^OKt 
-r^o :::i-e. (S)S:T/®-eb = o*5^o^b = i 
^>^tTV^^co^i. A\^fj:^'t'^l.fcmM<0^y4T>h 

A* (iTcoiti:sr*pe>;fe<rt5gccoj;5t-bT«^3a(C'g^tS' 




(D-eY<J5fflt LTJl^jfeY' Sr3£«). X= (Y) VZ 
mod n-SrftacU. r<OX^B(Ca|l6o iS»C(c:(2)-CY = 
Y' <Dm%:m?>t(S>^m^\-imi^^mT?>o 
ir^ri*. b<0iii[S-^2Bb-C*»f>;^ac^Sr?iSfc-rxi:Y 

[0043] :i<o:^^<DS:m\t. ^wucw^cDmumm 

[0 0 4 4] :L(0^mi. *A«>##:&tl. =fTfil«)#m^ 

• 20 

[0 0 4 5J ^*'i)fiJffl{;i<l;S-fe'3r^y-7^^jcoVNrift 

t)> -?rOi^ft:^«i$-t-5AW-^^®'fe#:|-^tiE$ti-fcA 
[00461 Fft'iJO^Jt LTf4^©<t 5 'iCt.<©;iSfe 

So 

•St. ^^yf- 

• mm.^— K 

• I C*— H 

®^*-Sr^i$-r^)Aratt> *«>«g*OjEa^cfiJffl#t 50 
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10 0 4 71 rtb?>OFf^ite)(0)iS&5I^J^^(CJ; 
tt, J; 5 lcgff*f^-e*-f*iJffl#i»SiJS:fif 

[00481 I C*— K-ei*rtt;jS$^jj:5gjgb. *-r 
I C*-Kg#:a5 I C;&— KSr^fflbi 5 t LTVn^A 

IC:*-K (EP*> I C;&— K^cJ:•3^^|tiE$i^fcAra#^o 

[0 0 4 91 ro^feii, m^m^m&\z.w^-t^\s.m 

H#{cj;5 r/i>)-t-*bj 14— «g(::E»-C*>5^, IC 
*-KI4ja^. 14 (Tamper Free) Sr^^UT 

=¥^y7^^'*aai^tg^©fc(os: I c*-Ki^{-«a^jitf 

tt. ASo»^. ■?:©Ff*'^i:i5'9'f r^'hi'icSC* 

i<^ralc^:ffl(Z)Am:^)mgf*5i£^^^-e^>^^, 

[0 0 5 01 

#^14. !7— K^<D^EA#t- J; S r/i -r* Lj 

[00 5 11 tSoT. Tj5'-fe;^$n'511l<OV;^7'A(;it 

(0^sE:3:.>7'^'r^lcMLX^tibX^^kf^l OHO 
J: 51-^50 




[0 0 5 21 ±^\,^-rti(D:^^i>X^ti»>^h<^<r>, 

[0 0 5 31 K-h-CjZE-^fcipl-x =^>'T^'r-^mmi 

-oxitm^am^x. s.-o^m^Mi^x+^mm^j::^^ 

[00541 ^X.fi. >7 V^'f A . y-?^ 17— K*^^ (S/ 
Key#) JiC:<0ffl{£t=Sr^fcLTV^.5*s. v'v^^/V'S^M 
^BE h - ^;^iCf4-?r « ^ A ;^ ^Jf VT'OfF^^M -e 

(2) ^liE1^-^^^;lMliE^f«;^s^!fe#^^^:^c^^rto 

mis:<Dm^mmm^-^<Km.Axtt;ii:vxt>mmm 

(3) mmi^-^>:^\^mtimmxi>^:ito 

[0 0 5 51 rti^tcj;!), ^^::^7'M^M-r^'^1^t:Mc^i'' 

(4) ^|iEfff«Ji*i[HlM^£«). b*>t^©t»^j*»fi{;i 
#«Ei-6:it„ zMcx^) (1) (Dffl#^£-}^Sboo, 

fE#!7 ^'iS'-r A . x-?;;^ K;&S; (S/Key^) © J; 5 

( 5 ) 4«:#^fijffl CO J; 5 tm^f\-^mmfsm>tiii^w t 

[00 5 61 #a*''<C»Sli'r h Sr:/M,fc+aE 

[0 0 5 71 

<o:^^m<D. ^mw^m^^b(o^m<DW^\zM\^x. 




10-336169 

16 



^tcii()(of$i(om^mm^^^vxio<^^j:m.t. 

m:r.nt. mw.mm^\t. ttsmmmm-^^A^hmb^'X 
^tcmmmmmi^x. mmmm.m^%:mmmmmi^m 

?>tz.M^Wiw.mum^m^'^»t>^^nvx\^^mi<om 
^m^tti^mmw*^<o$mm^m^^xm^it vx^^ 

offiit$Kfc bTtfrl5^s^$bTv^fct^ 1 (Daw ffiicgi;t.r 

WM^ii>hmhi^hX^tcmW.m l <^^liElf #SrMriaMEE 

m^mn^^mi^. :^<om2(DJ^^mm^M^mh'ox 
Self $B t-^v tcm^K tt> taiE^iE^* ^fp^i- s e 

[00581 ^ (Omm:^m^X a i: . ^lE^^^^igtiE 

[0 0 5 91 ^ox. mmm^mt)^&^<om^m^m^ 

^mmm^^<o^j^mmxm-^ b , ^se^ii x^^ b t s> 

X. m3mmm'p<Dmm.mm^^mv. ^t^sr^©* 

[0 0 6 01 :L(omm:^m^mm-r^tcmc, 

m.^<ommw^^A^h<omm^mcMvxmu 

S--^ ;t 5 ft: » O^SEfff # 5 ^liElt ^ 7 r >'^1^ 

COMBES* SrS: It •5t> ^BElf^®*;^ iffe-i'Sr 

50 ^o^fE^fiii^s^st. ^<omu^^^t>hmhi^.x 
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[006 11 ±mmm:i^m\^0m^£:^mm<o. 

[0 0 6 21 ^!i#^<D^— !P*SffifflRltg/£ 

m^mz.Mhxmm^-^:^^vmm^^M\i. ^!^^t> 

t ^(Dmmmi^^\^'o^^x(om^mi:mwmmm>btis 
w.msm%:m\'^xmmmm%:^^-r?>^ra a t sria 

[00631 _h|E^liE:&ffiS:jgffl-r.S 
^ © KSE g * *f -r S ;t 5 ^liE 7- a 9 ^ Sr 
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7 A =. - K t r t t -r -So 

[0 0 6 41 *%l^(Dif3i/£-^«|(cS!ltttf. ^SEM^ 

[0 0 6 51 ^:5l5g©»M'fe-^«(;i«!LtHi. MliElfi^ 

[0 0 6 61 :^^m(Dmm^j:-mmi^mtni^. mmmi^ 

[0 0 6 71 :^^m<ommti:-mm\Z.Uiv\-£. WIBIBit 

SIIIBlBti«K#:tt^liEfe«SrStf|E*:#:lc5l&*)iS-ro 
[0 0 6 81 *^Mco^fii^<C-«l«^c«l4^^^. §HS5SiSr 

« V ^fca^f hmmm^^(omm\t.^iMt^mz.ts\'^x 

[0 0 6 91 

tmf£mmrm7bmmmm^wi.miri>c m 1 1 nui^tt^i 

::.<o^iy hv—^xi-t^ m^<Oi^7^7>h 2 0 0, 3 
0 0 - ds-f v^— ^s/ M;iJ:oTg!i^$n-cv>s. * 

tc. t.(D^v vv-^\z.mu-^~'^'^ \ 0 0 ts^^tb-c 

50 V-So 




[00 701 ^^yfTl^ h2 0 07ii^94r>h30 0 

^^■<ri^h2o oammm^^t 
fj:*>. ^ 7-rT> h 3 0 oamu^t^^i^o ^mmi^m 
-c«. fmmi:^—''<-t!^^c MliEi^— •'^ 1 0 0 tt, m. 

m*>. y^Tl^ h hp y-^ Tl^ V hi)m'm%:no 

[00 7 11 :if.m:mmm<omw3mt. ^^mKymu lo 

m (CA) (o^'^mmhx^fiw P=7^-r-yVhi;=7 
-fT^hMox-^oieistt, mmM <ca) ©^i5e^ 

t L;^C < T^«fT^^^^•5 ^ t fc 9 > ^IiE■^^-/^ 1 
0 0 IMTUit^ CA^) Sr^brfTP#-&t)*>-5. 

V Nfi^— +f (OfriltSrjft^li bTMf^-r 5 =1 :x If 3. 

[0 0 7 21 % \ 3|g|«. ^liES*#il bTO^^'TT 

[00 731 ;*:v';^7' A-ett, :^ 1 3 Ei;::*i-<t 5 J^x 

iry'fT>'hmti.mumn^^my'—^-^r^/^2o 4 so 
2 0 4«. wm^m^^^^-t^tc)ibff>mtt£^y'~-'f'^ 

[0 0 7 41 iEl 4|gH*x 1>— ^^Y;JS^-r5^IHff^«l 

M»K,j t (''Ammmm^cK,t^m-r?>c mi 4m 
[0 0 7 51 »i 5Bitt, :¥.nmmm<o^m.^^m.ir^ 
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<*0ffl1f«<o^Si> i3i!'xr:/{c3fe5io 

[0 0 7 61 rO^^f^Hli. :i'9'1'TVMii-^t4i>'7 
T b COT iS' -fe^^liRScDtS^^Sr^ 5 ®-e+@^£:<o*tPfi 

[0 0 7 7] IIt*— ^Dli^^-^'T^' 

LTV^.54fe^Ev'— D t SrJttSS bTRg-^>6S# f> tufc 
/W2 0 4^c|S1t$^^TV^.5ar'— iJ' '^—-^m<r>1ikit 

[0 0 7 81 Hi 30©^J-eW;. ^^-f T^'hXO^a^ 

-ets^^lF br V ^fcax— D^.Sr ^ 7 T :^ h X <o 
igHegiKs-CBt-^-fkb. ■?rnS:l*>:lsI<0^5E-fe3'V3 ^'(D 
fcfeoaT^-cJ'D.i: br<!fe#-t-'5-^tc:At«#«i*5fc 
S, i^. ttlIlI<Offi7*— i5'D^l{m[ilW^<?5n^^ V-e 

[0 0 7 91 miz. mi 3misi:nmi sEncgij 



i 




(User-id^) ^^-^<Y\zm^::t\^X^Xnt:>th 
I 0 0 8 0 1 • Zi^sr^® 

T V ^ -Sffir'- ^ D S #<ogH6SiKs-eFt-^f k L T i^- 

[00 8 1] ^1 3m<Dm\^. ^m^m^(Dit^^xmu 

f-w^Yti. >?^^^T>' ^x^^e>^l^E^f^D^^^s^I-r 
iPt>. ^^>f r>'hX^«'r^(D^IiE«^Di;65. 
>f T >- b X <DMlEfj:m'r—^T>so^^<0^ ^ ^ T h X 

10 0 8 2] • ^^^12!© 30 
10 0 8 3] tajebfcJ:5(c. fl8^;$5-ifcbfc»^f^> 

(c>R#i-So 1^w^Y{c*5itSr<^^iEW^coH«f (-b 
[0 0 8 4] • ■?^7^y:/S ® 

-5o 50 
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[0 0 8 5] mm^^i&'^^ivtih<Dxhotim^ mm 

[0 0 8 6] ^m{^r:^^4>'f>^nt>ivtitt\at^ ^^'r 
5':7^®-'®;55^»?5S$tt6o iP'fe^ mi SBK-^-f-*}: 5 
(c, i5^^>rT:/hXfi. 1^w^Y:0^6>O2lH]S<?5MIElt 

■^>^t;b:^cp|iE^f1aD2^1^-/^Y^c^&^o -9— /^Yt^^i 
hfhx^ftMmmmx>^^<imm^.xm.^^\:. \.xm^^ 

[0 0 8 7] -mm.'o-mwmmmm^ 
wm^^^x^^(r>x. £JlN^rt^^ j>m 

[0 0 8 81 fip?>. ^iiEig^#(^. ^^Wt'-^ (sain 

[0 0 8 9] $ <btc. MSE^-et^, 1 oOiJlEE^jRAaa 
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(2) ^tiE'tf«(D^«-lHlPfi»)-e^;'»^, -S.. ®®Sr 

(4) ^9>rT>'h<By-C^tiEl*«Srf— ^^illitcMoTd^ 

10 0 9 0] rntc^u. mw:^A-Qmm^n(D—m^ 

(5) ^^-^<ffilJ(c^3v^T, tt^x— ^D.^1^— ^^^a 

100 9 1] 

mmm^siTKisim-rio mi emit. z<ommm<otc 
ib(D-^—^<mm^^m-rc rof-w^t*, osioit 

LT. ■eaj;t{iWINDOWS*fcfiMAC OS*fc«UNIX*fcl*NET 

^^^»J;t^i^ tcp/i p-^os i-^netwareSt^vSo 

[0 0 9 2] itfe^T^— ^T'T-f/H 0 5I*IS1 4SU::H 
iaii^r-l'/H 0 7«, liE9g«lliCA©^PSSiK,ci|r^ 
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[0 0 9 3] a-^-^fkST'crtJ^^Al 0 61*, i7y-<T\y 

•T?Bt-§-^t;^i^TV^:5) Sr45tM8iK,.t?«-i-{t:LT«IS7' 
-^D^,*^fiKi--5o Igl 7 0f*^7'1'T>'hfiyo5« 
^^^-Tc r(D:J'9'fT>'bv-;^7'A(i, OS2014: 
LT, 'W;lffWIND0WS*fcf4MAC OS*^c«UNIX*fci*NET 
10 WARESrfflV^So ilftT'a h n/Hi^ajxtf T C P/ I P-^ 
OS I-^NETWARESrfflVSo -<OJ&'g-, ^J' ^'I'Ti^ Nil!) 

r-^/V'-cfcSo r<oig}^«iKs«M:^<oBt#-ft:^jiE{cj; 
[0 094] ®5;SfliKs<DBt#^t;2Sit^-^^b, $ e>{c, 

20 D.'-c^Ht-^'fbfix ^IiE«!ia7"n A 2 0 2 (D^SC) 
TJCBt-^'fk:*n;a7'ci^'7A2 0 7(CioT=fTt>tt€>o 
|iEtt«!^ffi9*— i5'>'r'</W2 0 4tt^7-f T^^bXW 

[009 5] x^{B!|a5^iiE*!tS7'a ^9^104 J4® 

SEftta^'a A 2 0 2 l4|llglfc1l!lO$iJ^^Jll§rll^Ti- 
So HI 7ElO|*M««Jv'^xA(D#m}*> ffi?B»Ks^ 

b-c«:«-t-S-^{c#S!cds*>5„ Si 2^j^^if-e 

Wtit brv^^fc^e>^e:, Si 7ll<D^9'i'T>'h'>;=^7^ 
[0 0 9 6] 9§-^i^mM-^n±:;x.2 0 7 «ffi'<r(OfcO:di 

hx<D;^*s4p.5/^;5^:7u— xsrgtt urKsSrHt-^Ybb 

ic^'^-r^^^. ^^aJ'f i^^— :7a.-i';;^^«S7F^ 

[0 0 9 7] BS-^toST'D ^9 A 2 0 7 ^rT"? ^ 




[0 0 9 81 '^-^<m(OmUf(imyr2^yJ>^l 0 41^. 
0 5(;iffi:#-r5o :7^a>r^i^i 0 eri. "f—^^r^^^ 

10 0 9 91 im^m) *5lM^^^<oa^^s^^^felffiL:^^v^ 

n VfetCiJ^ TV hX<O^M«iliEig#Sr3^5iJ^^^ 
[0 10 01 -^r-e. 1?-— /^{lIcO>^n>/^A(DC2>/>f V 

^ceC>«> ^<^)xcD<^pg|iiiEM«CK^;$si"e(c:7r></v- 

^^ft,m^\z.\^. mumm^wi^^ ly-^—v^^^co^ ^-r 

[01011^2 : ±MmMm\t. n V(C 

^^>rTVbffl^±-efi/jr< I C;«?-K±JciSWb. 
T V b X;^5^^^(0;<;- KS:i^'t>*< :i SrJi^-r 

81I(;i^i-o m 8g|OV;^7^ix(l, IC:<7— K3 00 40 

3 0 1 <^PB®liEM*S-|Elic-r^:7r-r/v^3 0 2t. 
S«BSiKsSriait-r^:7r-r/i^3 0 4 i:. #(cfff^^3S 

[0 10 21 mi 81l(c^bfcv^:^7^^^^^-f TVh 

mmir^z.tt^x^^, mi 9m\^. mi sm<oi^9^ 
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[0 1 0 31 ^fe-r. ^-if(ci:6n>^^V (^J;t«. I 

5 1 . fft-^*a3i:/n A 3 0 3 (t. mM<ommfidim-:f 

t3>/^A3 0 8Sr^br^^>rTVb(c^bT^IiElf« 

0 8 A;^$tbfc^'^:^r7-KSr^V>5':7zn-;;^Sr^ 
brRf-^*Q;S7'ai/^A3 0 3lc2^6o Bf^^LS^^n 
^iN3 0 3Hs S«t5tofc^^;:^!7— KSr. >'r'</i-3 0 

[0 10 41 -g:U:^C(tix«s ^<DW<0?iy±-'-J^m 
iiE*Q;3®:/n>/^A3 0 8(cjg-t*c^-e, ^!E4Q;S:;^a>r^ 
2^3 0 Sf^a^Hi/^ vSrJgij^t*5o -S:;$5iff ^>^^j^ 

[0 1051 isfejc, ^^>fTv ^{mIiEi^-^^^;l*^•r5 

^BE^*Srfi^5o til^o^liHlt^l 31l(;i|ftigLfciil9 

m-B-m^^X I C;;^;— K3 0 Ort<DBt-^*0i3S>^n>^^ A 
3 0 3tcJ:oT^Tt34x5^^:052M-efo^^ gp-i^^ 

mmm^jyMmsmi^xox^hivxh'tfh^m 

[0 10 61 i^. mi Sm(D^^4T> N{|[|-V>^-rA-e 
8^Si:7T>f/W3 0 4;6S^tiE*[La>^ni/^A3 0 8 

:ii:ll»*L<;fev\ ^ ^-T T v hco^;;^ h v^t^ai^ 

/^V^;0>e>■T?fc^o •=e:i-e, >^T'</^3 0 4 4^(DSMBgtK 
.Sr>'^;^!7— Vyyyf/US 0 7 if <^^^^17— K{-<to"C 
D E S * ^Offt-^T/^=^ y X2^(;i«eo Tfft-^^b-r 5 ^ a: 

/US 0 4ib^hm^mK,^m^m^ivxh. ukskx 

[0 10 71 :i.<D^mm\z.Xti\i. Ks:65 1 C;*?— K(c 

i7 T V h X:*:Af-5^^ »9 t-^i-^ ^ f*^ HTtg-efo^o 
^^-f TVMB!l(Dv';^'7"i.(mffl^^y='V 



(15) 
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t,. I C;<7-K!*5j?5-f t:^ hX (?ijffl#) ^BfEES-^ 
[ 0 1 0 8 1 » 3 ^Jg^flJ : i^, ±.^%WBm'ScXS-mM 

So fflb. um%\t (=seoT<2tMlit>) ^SbWMdSi^S 
[01091^4 ^Jg^aj : * fc. ±iS5IJi?]^«SXO!|| 

[0 1 1 01 
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* ^y7'^(44!?:;fci^■5„ ^h\^. Itt^. 

10 [S3] <2:M«iHt-^*^<O-/^^7'/VSrtftl^-r50c 
[04] fie^O^K^flg-g-ffiSrlftB^-t-S Slo 
[05] ?Je*<D7'^t?^5'/HiE?g##MliEh-^>'*5': 

[06] ^£5l5(DS SH:*^^CSrt5iig-t-S0o 
[0 7] tS5l5©RPC^IiE©«t^Sr^?g-rS0. 
(0 8 ] Kerberos^tiE;^^©SllgSrittig-rS0o 
[0 9 ] ^^Pi^iS!iEM;^^(D«t^SrSiK-t--S 0o 
[010] «e*(D#a-fer^=Ly7^^;tr^o®^Sr*t 
«>fc0„ 

20 [011] i^W^<ommmci)^f)^^WM'y:^7-J>>(n> 
[0121 *5lig»IUfe?^gg(c*»*^SMiEv;^7^A<o 

«^Sriia6«)(c:^-r0<. 

[0131 *^i^(7)i6jfi?^^{;i J; ^mu^m.(Dm'{fm 

[0 1 4 1 *^?^colltS?^ffilc J; S^iiE^jlE^lfeMi- 

[015] *^?go^life?^«lc*^d»eMiiEf-w<«{clS 

30 [016] ^^'lil<Dv'X-rA«;^ 
&:^t-0. 

[0171 *5l9^©*Jfe^J<D^9'f T>'hfi!j<D5/;5^7^ 

[0181 ^?i^'P!l(-*^«^5^'7-Yr^' hflil<D->;^7^JN 
«fieS::^-t-0o 

[019] mm\K.f)^ii^^i^'7'<r^^Ym(r>^T^m^ 



II] 



[02] 



B8E- 



yBt;^BB (S/W) 

«i3ieee (H/w) 
- «- rss. (H/w) 



1 



A B 
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[B131 



m9] 



Ajmmm) 



1 



B i^mn) 



[EI4] 



rv h A 



® 



•9— y<B 



X 








b 




Y 




J 





® 



I 



|E^ 



"THE , 




OK 



[EI51 



NG 



^^-f r> h A 



f «£g^ : T 



® A O^eBttSE^H : Ca 

® ^#id:B<^)E-mailTrwx« 



I 



1 



lO) ca^«a| 

[@ Sa gl<ft 



OK 



I 



NO. 



OK "J 



[0141 









X 






w 




Kpy 
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® 



® 



1 



' i 



® 



MAS* e> rm pip^»j& o r 



[El 7] 



5'9'fTJ'hA (RPC^7mi) 
>-f*ICM 888824 



|y(B) { - 



|X(A)[ - 



Fe 



Ke 



Te 



-9— -f^B (RPC*-v^*) 



udjc* 888824®I01^ • 7V* 

^tti^ « : K« 



lUb : DH &-C*:<r U DBS 



H Y(A) 



Ke 



- I X(B)| 



Fd 



Te 



Fd 



If «H^UV>— i-t-888824 frBtt 
If ^«t-6^3e^«riES 



(18) 
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Kerbcros "'J''-''^ 



(2) ^y -y Mf* 

(l)login 



(4)pa88word 



.|g.tiE'9— 



password 



(3) viM^yy i-%^T 



OK 













j OK 



OK 



II 5] 



-MY 



(DDo 1 



- Di 




Do tifc«r <D 
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[0101 















An 

g 




o 


o 






X 


A 






X 


o 




® 

1 




A 


o 






A 


X 




5SH(Secare SHeU) ^ A 


A 


X 






A 


o 






A 


0 






X 






i 


mi. 


A 


o ^ 




® 

i 




A 


o 





[01 6] 




10S 









^ X 


Dn-l 





101'"^ OS (WMtows, Mac UNIX, N«w»rc » 




(TCP / IP. OSI, Netware 4: i*) 



103 



102 
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[0131 



■7 



204 







Dn-l (Dso) 





\ X I Dn-l 



(Ds6)j Kp } CKp 



Ks Kp 



Dso 





105 



©Dl 



^Egg^ (1 ElB) 



Kp 

i?IE««D2 ^ 




D2 



[mi 71 



204 



CKp 



205 



O S (Wtadows, Mtc UNIX. NetwaiE * Jf) 



(TCP/IP, OSI. NetwMBfti^) 




^206 



'207 



203 
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[mi 8] 



300 




I C*-K 



O S (Window. Mac, UNIX. Netware ^ if) 

ZZI 



(TCP/IP, OSI, Netware =ft ii") 



Dn-i 



T 

306 




302 



'303 



304 



307 



[01 91 



1 C*" 



I 



r 



1 



y 



[«I±1B1 ¥fie9¥9^ 2 5 B 
1 1 



-§-^t; LT;^ Intern 1 ©^SEffi ^SrSaiEWSE^JcJIlS 




(D-fttfxDm 2 ommmt l-cwib^*^ x^x^^tcm i ®« 

*fria^liE#l4. MiB3f2(O^S1t*a*SMfH|g^l<^«^1f 
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•frSit^#l9;-e*jo-C. ttllBT'ni/^Ali^LT, WIS 

::^^wt^^\^xmwj^m^m^m^\^V)^tm^. z.<d 

tillEmiiES*^ t-^SE-r SSiE^f « ^^^sK-f- S it) 0« 

LTV ^st^rlaa'tf «*^?>i9H6«i^ffl V ^T»liE^f»s■^^ 

•r S ^ 4 05 n ^ 7 3 — K , 




5 izmm<ommmi^o 

tlt*« 1 0 1 MIB^ 1 ©ffiffi«<D:&]fflfiit L TWIB 

Iff 1 1 ] wsmmmm(^^mm t i^xmm^mw 

m<omwmwu 

1 2 J mmmmm(o^mm. t vxmmmmm 

1 5 1 wsmmumm.^mmm\-i. mumm^ 

[^^3® 1 6 1 MIBIEti^g:^. ^EES*#ttcOi45rK 
Sr«#-f 5 :i t Sr#^ t -rsfi*3® 1 3 lc:fB«<^^!iE:& 

[fs^j® 1 8 1 Mias^ 1 (om^^mmmm 2 o«iat 

2 K^im(D^mf—^% 
[If 2 0 1 m^5.mus^m(owsmn. MjE<Dm 

*>^o^d5S-^-(f^^ 5 J: 5 (cBt-§-ft;$ turves r t 

[it*« 2 1 1 saiEiEtsai^tt I c K-efc s ;i t 

[M^^ 2 2 1 WS^W.mmmt^<:^ V- KSrJEtclElt 
tiIIE|Slt!aE^*:|c:|HlS$tbyS:/-<;^!7-KtS-li:|JL. -16: 
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So 

4 (c:|a^(7>PIiESS*^«c 
2 1 

0004 

[0 0 0 4] *fc. M7— ^'•fe^rL y^^r^fcto® 

^meP^WM. «H#«fflaM. T^-fe;^W3a, -t 

iSLfctf, SUtfi). ta-r'5ri:li-fe-=^.:>.y7^^'Sri^j$i- 

[#iK«H3] 
[MiE*flfe««^l ?^^« 
[ME^flfe^Sg^] 0 0 16 
[«iE>^&l 
[«Ef^^l 

[0 0 161 ^^v-^y'y • w;^5)«v;^:fr^Cf3:. "^^wi^ 
[#ii^ME4l 

[ffiIE*r^«S^l 004 2 
[ffiE;^ifel 

[0 0 4 21 @B«. 
X= Y'mod n b = 0 
ZX = Y' mod n b = 1 

■fSo r^-e, ®S.O5®t?b = 0*5j;tFb = l(r)»-a-f:: 

t?§:.5/5^P>-cfc5c fiP*>x ^(wb= i-e*>5;fef>. A« 
(D-eYcottt L-CjS^^iY' Sr;e«>> X= (Yl) VZ 
mod nSrtf^b. wOXSrBfc^lSo »:JC(3)-CY = 




[«IE*fla«Si&l 0 0 54 

[0 0 5 41 y^-^-TA -^^^^y-K;^^ (S/ 

Key^) ti:::0^#grjg§fcLTV^.5A^ "fi^^/^m^ii 

(2) ^!If-w<t-iSliEftfB*5«#^H'fev^r i:o «im 

(3) ^iEix— ^^'>^«ffi;/3iai*-t?*jSr i:, 
IMiE*rtfe3®e^l 00 5 7 

[0 0 5 71 

[S«S^^gti-5fcJ6<0^^] ±fB^jaSr^^i-SfeJ6 

bfc^ 1 (nwm.'^mi^mi.mLm^m-^ 1 1 1 {c, ^gt^ 

S*#(Di^Hlii;iJ;or«-t^b-r5r i:l-<t»)^ ^2 CD 
tUIE^il*!*, tafE^2(D«|^1S«dSttrlE|gl(D|^ 
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wmwE 7 1 

[ffijE*Mfe«iiSl 0 0 6 0 

[«E:i&fel 

[ffilErt^l 

[0 0 6 01 r<0^iiE*&S:jgffl-rSfc«>{i, Jlc^l^tc 
^^^^ «><o^|iEffi$R Sri*:#-t- ^fEWS :7 r 'f /v-^ 

[#^«E8l 
[«E*|*»»^S1 9g«8« 
[«E^*^«@^1 00 7 8 
[|fE;&-ffil 
[MjEI^^I 

[0 0 7 81 i^i sEiow-ctt, ^^-rrv hXOlDffl 

Wx-i? Dr, ^ 7 -f r h X (DSt^StKsTBt-^-fli 

[^iggffi2E9l 
[*tjE*Hfe^S«l 
[«E*r^«giBl 008 4 
[«E:^&1 ggH 
[WlErt^l 

[00 8 41 • .^^T^yT*® 
t UT7r-</V'2 0 4(;i|Elt-rs<, 

i^mmjE 1 0 1 



(25) 
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[«jE*11^«g^l 00 9 8 
[ffiiEl^^] 

[0 0 9 81 -^—^mnmufimy^ a i o 4 1*. 
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